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"The Honeynet guys have always been fighting the good fight: messing with the hackers' heads, learning
what they're doing, collecting their tools and tricks, and sharing the knowledge with the rest of the good
guys. It's one thing to sit around and try to guess what the hackers are up to, but the Honeynet Project just
rolled up their sleeves and went on the offensive in their own unique way. Never before has being a victim
been so cool! This book is a great resource for the serious information security professional and the
beginning practitioner alike."
--Marcus J. Ranum, Senior Scientist, TrueSecure Corp.

"The Honeynet Project is one of the best sources, if not the best source, for information about current
techniques and trends in the blackhat community. They are also how-to experts in setting up and gathering
information--safely--about these attackers. The Honeynet Project's ability and willingness to share cutting-
edge information is an immeasurable benefit to the security community."
--Jennifer Kolde, security consultant, author, and instructor

"Know Your Enemy contains an incredible wealth of information, including legal and sociological topics,
that set it apart from other security books. The scope of this book is broad, and while no one book can teach
people everything they need to know on such a topic, this one covers the subject better than any other source
I know. Know Your Enemy will help security professionals with specific technical information, and it will
help more general readers better understand a topic they need to learn about."
--William Robinson, former security training program manager at Sun Microsystems, curriculum coordinator
for Fire Protection Publications.

"This book will be an extremely useful tool in helping a network security administrator or professional
assemble the technical tools needed to build, maintain, analyze, and learn from a honeynet within their
organization. Each technical chapter goes into great detail on commands, log formats, configuration files,
network design, etc. As a professional working with many of these technologies on a daily basis, it is exciting
to see all of this information in one place. The knowledge and experience of the authors in working with and
developing honeynets has grown noticeably since the first book was published. This is a very positive
revision."
--Sean Brown, IT Director, Applied Geographics, Inc.

"With the drastic increase in the number of attacks, it is important to have more people within the security
industry studying attacks and attackers' motives and sharing their results with the community. This book
begins by teaching users whether they should install a honeypot, and then gives details and information
about honeypots and how they can deploy them."
--Kirby Kuehl, Cisco Systems

"Know Your Enemy reveals truths about the blackhat community and shows readers how to fight off
attacks. The authors contribute their own experiences and offer the curious reader a rainbow of ideas."
--Laurent Oudot, security engineer, CEA

"The Honeynet Project has been blazing a trail and providing a hard dose of reality that computer security



needs. Get behind the fantasy and learn what the hackers are really doing. This is great cutting-edge stuff!"
--Marcus J. Ranum, senior scientist, TruSecure Corp.

For centuries, military organizations have relied on scouts to gather intelligence about the enemy. In the field
of information security, few scouts have ever existed. Very few organizations today know who their enemies
are, how they might attack, when they might attack, and, perhaps most important, why they attack.

If the blackhat community is the enemy, then the Honeynet Project is a most valuable ally. In this completely
revised and greatly expanded follow-up to their groundbreaking book,  Know Your Enemy,  members of the
Honeynet Project, the Alliance, and the community (including Lance Spitzner, Brian Carrier, Anton
Chuvakin, Eric Cole, Yannis Corovesis, Max Kilger, and Rob Lee) provide an unrivaled "intelligence report"
on those who use the Internet for destructive purposes. They also provide an in-depth guide to honeynets--
high-interaction honeypots designed to capture extensive information on exactly how your enemies operate
so you can protect your systems from them.

Inside, you'll find extensive information on:

How to plan, build, and maintain first- and second-generation, virtual, and distributed honeynets.●

How to capture and analyze data through a honeynet, including the latest on reverse engineering and●

forensics for Windows, UNIX, and networks.
Understanding the enemy, including real examples of incidents and compromised systems, types of attacks,●

and profiling.

Aimed at security professionals, but containing much information that is relevant for those with less
technical backgrounds, this book teaches the technical skills needed to study and learn from a blackhat
attack.
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From reader reviews:

Douglas Gibson:

This Know Your Enemy: Learning about Security Threats (2nd Edition) are usually reliable for you who
want to be considered a successful person, why. The reason of this Know Your Enemy: Learning about
Security Threats (2nd Edition) can be on the list of great books you must have will be giving you more than
just simple examining food but feed you with information that maybe will shock your earlier knowledge.
This book will be handy, you can bring it just about everywhere and whenever your conditions in the e-book
and printed types. Beside that this Know Your Enemy: Learning about Security Threats (2nd Edition)
forcing you to have an enormous of experience such as rich vocabulary, giving you trial run of critical
thinking that we know it useful in your day task. So , let's have it and revel in reading.

William Grimm:

The e-book untitled Know Your Enemy: Learning about Security Threats (2nd Edition) is the guide that
recommended to you to see. You can see the quality of the reserve content that will be shown to you
actually. The language that writer use to explained their way of doing something is easily to understand. The
copy writer was did a lot of analysis when write the book, and so the information that they share to you
personally is absolutely accurate. You also can get the e-book of Know Your Enemy: Learning about
Security Threats (2nd Edition) from the publisher to make you much more enjoy free time.

Jacob Keys:

Beside this kind of Know Your Enemy: Learning about Security Threats (2nd Edition) in your phone, it
could possibly give you a way to get nearer to the new knowledge or data. The information and the
knowledge you might got here is fresh from your oven so don't end up being worry if you feel like an older
people live in narrow commune. It is good thing to have Know Your Enemy: Learning about Security
Threats (2nd Edition) because this book offers for you readable information. Do you oftentimes have book
but you rarely get what it's all about. Oh come on, that wil happen if you have this in your hand. The
Enjoyable blend here cannot be questionable, similar to treasuring beautiful island. So do you still want to
miss the item? Find this book in addition to read it from today!

Geneva Milbourn:

As we know that book is vital thing to add our knowledge for everything. By a e-book we can know
everything we would like. A book is a group of written, printed, illustrated or maybe blank sheet. Every year
seemed to be exactly added. This e-book Know Your Enemy: Learning about Security Threats (2nd Edition)
was filled about science. Spend your free time to add your knowledge about your scientific research
competence. Some people has various feel when they reading a new book. If you know how big benefit of a
book, you can truly feel enjoy to read a reserve. In the modern era like today, many ways to get book you
wanted.
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